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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: Isteinhart@telecomcounse1.com

Pursuant to 47 C.F.R. § 64.2009(e), Integrated Services, Inc. hereby submits its
Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

L e J.M. Steinhart
Attorney for
Integrated Services, Inc.

Enclosures
cc: Larry Gilleland
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I, Larry Gilleland, President ofIntegrated Services, Inc., certify that I am an officer of the
company named above, and acting as an agent of the company, that I have personal
knowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission's CPNI rules. See 47 C.F.R § 64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Integrated Services, Inc.'s procedures ensure that the company is in compliance with
the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Name: Larry Gilleland
Title: President

FCC Annual Filing
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Integrated Services, Inc. has not taken any actions (proceedings instituted or
petitions filed by a company at either state commissions, the court system, or at the
Commission against data brokers) against data brokers in the past year. Companies must
report on any information that they have with respect to the processes pretexters are using
to attempt to access CPNI , and what steps companies are taking to protect CPNI.

Integrated Services, Inc. has not received any customer complaints in the past
year concerning the unauthorized release of CPNI (number of customer complaints a
company has received related to unauthorized access to CPNI, or unauthorized disclosure
ofCPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
information, or instances of improper access to online information by individuals not
authorized to view the information).

~~
Signed ,.-1_-:=.,....,.---,-:----,...,- _

Larry Gilleland, President

FCC Annual Filing
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Exhibit A

Integrated Services, Inc.

Compliance Requirements



Seetlon 64.2005

•

Integrated Services, Inc.
5 Revere Drive, One Northbrook Place

Suite 200
Northbrook, Illinois 60062

Compliance Requirements

Integrated Services, Inc. ("Company") maintains the following operating procedures to ensure compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission's fules.

Us. of customer proprietary network Information Witbont customer
approval.

(a) An:y teleconunwlieatlons carrier may us., diselose, or permit access to CPNI fur the purpose of
providing or matketing service offulngs among tbe categories of service (i.e., local, interexchange, end
CMRS) to v.tlich the customer already subserthe. from the .ame calTier, without customer approval.

(I) If a releoouuntmieatlons Cllll'Wr provides differeut categories of service, and a customer
subsorib.. to more than one category of service Offered by the C31Tler, the carrier is permitted to sbare
CPNI among ilia carrier'. affiliated entities thet provide aservice offerJng to the cnstomer.

(2) If a telecommunieations carrier provides different categories of service, hut a customer does
not subsoribe to more thea one offuing by tbe carrier, lbe carrier Is not pennitted to ahara CPNI with its
afflliales, axcept as provided in §64.2007(b).

(b) A telecommunications C3ITler may not use, disclose, or permit acee", to CPNI to market to a
'customer service offerings that are within a category of service to Which the subscriber does not already
subscribe from that C3ITler, unless that canier has customer approval to do so, except as descn'bed in
paragraph(c) of this section.

(1) A wlrelew provider may use, disclose, or permit aceess to CPNI derived from its provision of
CMRS, without customer approval, for the provision ofCPB and Jnformation service(s). A witeline carrier
may use, disclose or permit access to CPNl derived from illl provision of locil! exchange service, or
Interexchange service, without customer approval, fur tho provision of CPS end. caU answering, voice man
or messaging, voice storage and~ieval services, fax store and forwar~ and protocol conversion.

(2) A telecommtmlcatlons carrier may not use, dIsclose, or pennit acces. to CPNI to identify or
track custom... tllat c.lI competing service providers. For example, a 10c.1 exchange calTler may not use
local service CPNl to track all oustomers that call1ocaJ service competitors.

(c) A telecommunications =ier may use, disclose, or penuit access to CPNI, without customer
approval, as described In this paragraph (c).

(I) A telecommtmioations carrier may use, disclose, or permit access to CPNl, without customer
appl'oval, in its provision of inside wiring installation, maintenanee, and repair services.

(2) CMRS providers may use, disclose, Or penuitacooss to CPNl for the pUlpose of conducting
research on the health effect. ofCMRS.
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(3) LECs, CMRS providers, and interconnected VolP providers may use CPNI, without customer
approval, to market services formerly known as adjuncHo~basic services, such as~ but not limited to, speed
dialing, computer'provided directory assistance, call monitoring, call tracing, call blocking, caH return,
repeat dialing, call tracking, call waiting, caHer J.D., call forwarding, and certain Centrex features.

(d) Ateiecommunications carrier may use, disclose, or pennit access to CPNl to protect the rights
_________-::::0l'J'!5!~of the carrier, or to protect users ofthose services and other carriers from fraudulent, abusive, or

nn1awful use of; or sUbscription ro, such services.

The Company has adopled specific CPNl policies 10 ensure thai, ill Il,e absence Of customer approval,
CPNI Is allly used by tl,e Campl"'y 10 provide or market service offerings amallg Il,e categories of
service (Le., local, iJtterexchange, aud CMRS) 10 which Ille cuslamer already subscribes. The
Compuny's CPNI poUcus prohibillhe sharing of CPNI with afjillated companies, excepl as permitted
under Rule 64.2005(a)(l) or with cuslamer approval purs,/anlla Rule 64.2007(b). Theauly excepliaus
10 Ihese palicres are as permilted under 47 U.S.c. § 222(d) andRule 64.2005.

Section 64.2007 Approval reqnlred for nse ofeustOlner proprietary network information.

(a) A telecommunications carrier may obtain approval tluough written, oral or electronic
methods.

(1) A telecommunications carrier relying on oral approval shaH bear the burden ofdemonstratlng
that such approval has been given in compliance with the Commission's rules In this part.

(2) Approval or disapproval to use, disclose, or permit aceoss to a customer's CPNl obtained by a
telecommunications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval) whether oral~ written or
electronic, for at least one year,

III all circumslallces where customer approval is require/I 10 use, disclose or permit access to CPNI, Ihe
Company's CPNIpol/cres require II,allhe Campally abtaiu customer approval t/trough wrillell, oral or
electranlc methat1l; in compliance witll Rule 64.2007. A custamer's approval or disapproval remains in
effectl/lItillhe cuslamer revokes or IlmilS the approval or disapprovaL The Company maintaillS records
ofcuslamer approval (wlleiller writlell, oral or eleclrO/lic) for a minimum ofolleyear.

(b) Use ofOpl.Oul and Opl-In Approval Pmcesses. A telecommnnications carrier may, subject
to opt.out approval or opt-in approval, use Its customer's individually identifiable CPNI for the pW'jJose of
marketing communications..related services to that customer. A telecommunications carrier may. subject to
opt-out approval or opt·h. approval, disclose its customer's h.dividually identifiable CPNI, for the purpose
of malketing communications·related services to that customer, to its agents and its affiliates tltat provide
oommunications..related services, A telecommunications carrier may also pemlit such person or entities to
obtahl access to such CPNI for such purposes. Except for use and disclosnre of CPNI that is pennitted
without customer approval under section §64.200S, or that is described in this paragraph, or as otl.erwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer's individually identifiable CPNl subject to opt.in
approval.

The Company tkJes nol use CPNI for any purpose (including markeling cammunicalions-relaled
services) anti does nal discwse orgrllltt access to CPNllo anyparly (including 10 age/liS or afjiliales tI.al
provide communicalions-relaled services), excepl as permUled under 47 U.S.c. § 222(d) and Rule
64.2005.

2



Section 64.2008 Notice required for use of customer proprietary network iuformation.

•

(a) Notification, Generally. (1) Prior to any solicitation for customer approval, a
telecominunications carrier must provide notification to the customer oftne customer's right to restrict use
of, disclose of, and access to that customer's CPNI.

(2) A telecommunications carrier must maintain records of notification, whether oral, written or
-----·e"'le"'c"'ll'O"n"':'c, fOrmIeas! one year.

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit aooess to customers' CPN!.

(c) Content ofNotice. Customer uotification must provide sufficient infonnation to enable the
customer to make an infurmed declsion as to whether to permit a carrier to use, disclose, or permit access
to> the customer's CPNI.

(1) The notification must state that the customer has a right, and the can'ier has a duty, under
federal law, to protect the confidentiality ofCPN!.

(2) The notification must specify the types of infurmation that constitute CPN! and the specific
cntitles that will receive the CPN!, describe the purposes for which CPNI will be used, and inform the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNI at any tbne.

(3) The notification must advise the customer ofthe precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
access to CPN!.

(4) The notification must he comprehensible and must not be misleading.

(5) If written notification is provided, the notice must he clearly legible, nse sufficiently large
type, and be placed in an area so as to be readily apparent to a custorner.

(6) If any portion of a notification is translated into another language, then all portions of the
notification must be translated into that language.

(7) A carrier may state in the notification that the cnslomer's approvai to use epN! may enhance
the carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state
in the notificatlon that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze tl'ird-party access to CPNI.

(9) The notification nlUst state that any approval, or denial of approval for the nse of CPNI
ontside ofthe service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification ofa customer's CPNI rights.

The Company's CPNI policies require that customers be notified Of their rlgllts, and rhe Company's
obligations, with respect to CPNl prior to any solicitation for customer approvaL A.1i required ""stamer
'wtlees (wllether written, oral or electronic) comply wiD, tlie requirements Of Rule 64.2008. The
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•

Company maintains records IJf all required cusllJmer notices (",hetller wrillen, orallJr electronic) for a
minhnum IJfoneyear.

(d) Notice Requirements Specific to Opt-OUI. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (e"cept as provided in paragraph (f) oftbis section). The eontents of any such notification
must comply with the requirements ofparagraph (c) ofthis section.

(I) Carriers must wait a 30-day minimum period of time after giviug customers notice and an
opportunity to opt-out before asSlUlling customer approval to use, disclose, or permit access to CPNI. A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case of an electronic form of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(ii) In the case of notification by mai~ the waiting peliod shall begin to run on the third day
following the date tbat thenotification was mailed.

(2) Carriers using the opt-out mechanism must provide notices to their customers every two
years.

(3) Telecommunications carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(i) CarriCl~ must obtain express, verifiable, prior approval from consumers to send nollces via e
mail regarding their service in general, or CPNI in particular;

(li) Carriers must allow customers to reply directly to e-mails containing CPNI notices in order to
opt~out;

(iii) Opt-out e-mail notices that are rennned to the carrier as undeliverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(Iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line oftbe message
clearly and accurately identifies the subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 bours a day, seven days a week. Carrier.
may satisfy this requirement through a combination ofmethods, so long as all customers have the ability to
opt-out at no cost aud are able to effectuate that choice wbenever tbey choose.

The Compally dlJes 1I0t cllrrellt{y solicit "opt out" cusllJmer approvalfor the use or disclosure ofCPNL
The OJmpany t!Qes not use CPNl for allY purpose (including marketll.g cOllllllUJlications-related
services) and does 1I0t disclose or grant access to CPNl w any parly (iru:ludlng to agellts or afllliates that
pr(}l1lde communicatIons-related services), except as permitted under 47 U.S.C. § 222(d) and Rule
64.2005.

<e) Notice Requirements Specific to Opt-In. A telecommunications carrier may provide
notification to obtain opt-in approval through oral, written, or electronic methods. The contents ofany such
notification must comply with the requu'ements ofparagraph (c) oftbis section.

The Company does not currently solicit "opt in" customer approval for the ase or dlschJsure of CPNL
The Company does not use, disclose or gront nccess tlJ CPNI for any purpose, to any pfJ11y or in any
manner t/tat would require a customer's "opt ill" appro'Val under the Commission's CPNI Rules.
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(f) Notice Requirements Specific to One-Time Use ofCPNI. (1) Carriers may use oral notice to
obtain limited, one-time use of CPNI for inboUDd and outbound customer telephone coutaets for the
duration-of the call, regardless ofWhether carriers Use opt-out or opt-in approval based ou the nature of the
C<lntact.

(2) The content., of any such notification must comply with the requirements of paragraph (c) of
_________-;tl;;-;'is section, except that telecommunications carriers may omit any ofthe follOWing notice provisions ifnot

relevant to iliOlliilfieause for wfilcn ilie cmtier seeliS cl'ffi:

(i) Carriers need not advise customers that if they have opted..out previously) no action is needed
to maintain the opt--out election;

(i1) Carriers need not advise customers tbat they may share CPNI with their affiliates or third
parties and need not name those entities, ifll,e limited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(Iii) Carriers need not disclose the means by wbicb a customer can deny or withdraw future access
to CPNI, so long as carriers explahl to customers that the scope ofthe approval the carrier seeks is limited
to one..time use; and

(Iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPNI, as long as the carrier clearly communicates that tbe customer can deny accesS to bis
CPNI for the call.

III illslallces wllere the Company seeks aile-lime cuslomer approval for Ille use or disclosure of cPNI,
the CompollY oblaillS such approval ill accordalice with Ihe disclosures, melbods and requlremenls
conlalned III Rule 200B(/)_

•
Section 64.2009 Safeguards required for use of customer proprietary networlr information.

(a) Telecommunications carriers must implement a system by which tho status of a cUslolner's
..CPNI approval can be clearly established prior to the use ofCPNI.

Tlte C01l1/!any's hilling syslem allows aUlhorited compally personnel 10 easily determine the slalus ofa
cuslomer's CPNI approval ollihe customer accoulIl screen prior 10 Ihe use or disclosure ofCPNl

(b) Telecommnnications carriers must train their personnel as to when they are and are not
authorized to use CPNI, and carriers must have all express disciplinary process in place.

Tile Company I,as established CPNI compliance policies I'wl ulclude employee Iraillillg 011 res/ric/ions
on I"e use alld disclosure of CPNI and required safeguards /0 prolecl agalllsi ullaulhorked use or
disclosure ofCPNL Emp'oyeell Itave signed Ihallhey understand I'.. CPNI poFicies alld a vlolalion of
/Ilose po"cies will result III disciplil.ory acJion.

(c) All carriers shall maintain a record, electronically or in some other marmer, of their own alld
their affiliates' sales and marketing campaigns that use their customers' CPNI. All carriers shal! maintain a
record of all instances where CPNJ was disclosed or provided to third palties, or where third parties were
allowed access to CPNJ. The record must include a description of each campaign, the specific CPNI that
was nsed in tbe campaign, and what products and services were offured as a part ofthe campaign. Carriers
shall retain the record for a minimum ofone year.

Tlte Company's CPNI po"cles require Ihal all sales all/I markelillg campaigns Including Ihose utilizing
CPNI he recorded alld kepi Oil fife for al 'easl olle year. Records are also mainlainedfor discFosure or
access 10 CPNI by Ii'irdparties. The records Inc'ude I'te required '"formatlon lisled In Rule 64.2009(c).
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•

(d) Telecommunications calTiers must establish a supervisory review process regarding cmier
compliance with the rules in this subpart for out-bound marketing situations and maintain re,,-ords ofcmier
compliallce for a minimum period of Olle year. Specifically, sales persollllel must obtain supervisory
approval ofany proposed out-boUlld marketing request for customer approval.

The Company's CPNI policies require employees to obtain approval from the Company's CPNl
___-.fd!.mpllance Officer for all marketing camJ!!!Jg~diM. those utilizing CP/Vl, prior to /I'ltlathlg,.~t~!,la:,-t .

campaign. Record of the marketillg campaigns, along wi/I, the approprlatc supervisory approval Is
mai"tauled/or at least oue year.

(e) A telecommunications carrier must have an officer~ as an agent of the carrier~ sign and file
with the Commission a compliance certificate on an annual basis. The officer must state in the certification
that he or she has personal knOWledge that the compauy has established operating procedures that are
adequate to ensure compliance with the rules in tbis subpart. The cmier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with ti,e rules in this subpalt. In addition, the cmier must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
concerning the unanthorized release of CPNI. This filing must be made annually with the Enforcement
Bureau on or before March I in EB Docket No. 06·36, for data pertaining to the previous calender year.

Tile required officer certifiCfltion, actions taken ogainst data brokers and summary of customer
complo/nt documents are included willI this accompanying statement. The Company wlll file the-ve
documents Oil an annual basis on or hefore March 1for dilta pertaining to ti,e previous calendaryear.

(f) Carriers must ptovide wtitten notice within five business days to tha Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers' inability to
opt-out Is more than an anomaly.

(1) The notice shall be in the fonn ofa letter, and shall include the cmier's name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, acopy ofthe notice provided to customel'S, and contact infonnation.

(2) Such notice must be snbmitted even if the carrier offers other methods by which consumers
may opt-out.

Tite Company does 1I0t currelltly soUcit "opt out"customer approvalfor the liS. or disclosure ofCPNL

Section 64.2010 Safeguards on the disclosure of eustomer proprietary network information.

(a) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNI. Teleeommnnications carriers must
properly autheuticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in~store visit.

Tile Company's CPNI policies alld employee /raining include raasollabUi measures to discover and
protect agaillst activity tltat is illdlcatlve Ofpretexllng and employees are Ins/rUc1ed to notifY the CPNI
Compllance Ofjlcer ifany sach activity Is suspected.

(b) Telephone access to CPNJ. Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-Initiated telephotle contact, If the customer first
provides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by
the carrier asking for readily available biographical information, or acconnt information. If the customer
does not ptovide e password, the telecommunications emier may only disclose call detal! information by
sending it to the customer's address of record, or, by calling the customer at the telephoue number of
record. If the customer is able to provide call detal! infonnation to the telecommunications cmier during a
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customer"initiated call without the telecommunications carrier's assistance, then the telecommunications
carrier is permitted to discuss the call detail information provided by the cnstomer.

The Company's CPNIpolicies ensure Ihat a cuswmer is only able w access call delall Information over
Ihe telepholle ill olle of fl,e ways listed III Rule M.2Q10(b). If the customer call1lol remember their
password. Ihey ore prompled 10 allswer a security question. Neither the password llor the secllrity

________.~estj(J1I are based Oil rea~ily available blOfl!!!Phical infom,atloll or account informal/oil. Cuslom~"r;- -,
service representatives are instructed to authenticale cuswmers over the telephone in ull instances excepl
in fl,e case where the cuslomer provides fl,e call detail information witllOut the asslslonce of the
Company.

(c) Onlfne access to CPNl. A telecommunications carrier must authenticate a customer without
the use of readily availabl. biographical information, or account Information, prior to allowing the
customer online access to CPN! related to a telecommunications service account. Once aufuenticated, the
customer may only obtain online access to CPNl related to a telecommunications service account furough a
password, as described in paragraph (e) of this section, that is not prOmpted by the calTier asking for readily
available biographical information, or account information.

The Company's customers do not currently have access to tlleir account online.

(d) In-Store access to CPNI. A telecommunications carrier may disclose CPN! to a customer
who, at a carrier's retail location, first presents to the telecommunications ClUTier or its agent a valid photo
ID matching the customerl s account information.

There are no retal/locations.

• (e) Establishment of a Password and Baclv-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, atelecommunications carrier mnstauthenticate tbe customer witbout
the use ofreadily available biographical infurmation, or acccunt information. Telecommunications carriers
may create a back-up customer authentication mefuod in the event ofa lost or forgotten password, but sucb
,back-up customer authentication method may not prompt the customer for readily available biographical
'information, or account Information. If a customer cannot provide the correct password or the correct
respOllSe for tbe back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

TI,e Company's CPNI policies allow for a few ,vays 10 establish a password, all of which ensure
compllallce with the above paragraph. Each method also allows Ike customer to establish a back-up or
security question in the event that fl,ey forget tItetr password. In //0 event does the Company use readily
available bwgraphical information or account informatloll as a back-Up question or as a means to
establish it password or autllenticate the customer.

(I) Notification of account changes. Telecommunications carriers must notify cnstomers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwoTds, onliue account, or address of record is created or changed. This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

The Company's billing system generates a notification letter when a'ly of the fields listed in Rule
64.2010{f) is created or changed. Tfle Company immediately mails out If,e llotiflcatloll to Ihe address of
record (never a new address) when required by Rule M,20IO{f). The content ofthe llotfjlcatwn complies
will, the requirements ofRufe M.2qJO{f).
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(g) Bu"iness Cuslomel' Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services tllOy provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the cattiers' protection of CPNI.

Ti,e Company does nol utilize Ille bUs/lless cuslomer exception at tills time.

Section 64.2011 Notification of customer proprietary network information security
breaches.

•

(a) A telecommunications carrier shall notify law.enforcement ofa breach of its customers' CPNl
as provided in this section. Tbe carrier sball not notify its customers or disclose the breach publicly,
wbether voluntarily or under state or local law or these rules, until it has completed the process of notifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasouable
detennination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Sel"ice (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facility.
The Commission will maintain a link to the reporting facility at hl1p;/iwww.fcc.gov/eb/cpni.

(1) Notwithstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to thepublic until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragrapbs (2) and (3).

(2) If the carrier believes that thare is an extraordinarily urgent need tD notify any class ofaffected
customers sooner than otllerwise allowed under paragrapb (l), in order to avoid immediate and irreparable
harm, it sball so indicate in its notification and my proceed to immediately notify its affected customers
oniy after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency's request to minimize any adverse effects ofsncb customer notification.

(3) If the relevant investigating agency detennines that the pnbllc disclosure or notice to
,customers would impede or compromise an ougoing or potential criminal investigation or national security,
such agency may direct tbe carrier not to 80 disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
direction is given, tbe agency sball notify the carrier when it appears that pnblic disclosnre or notice to
affected cnstomers will no longer impede or compromise a criminal investigation or national security. Tbe
agency sball provide in writing its iuitial di.rection to the carrier, any subsequent extensiou, and any
notification that notice will no longer impede or COIl1promise a criminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(c) Recordkeeplng. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. Tbe record must include, if available, dates ofdiscovery and notification, a
detailed description of the CPNI tbat was tbe SUbject of the breach, and the circumstances of the breach.
Carriers sball retain the record for a minimum of2 years.

Tile CQmpany l,as policies and procedures in pluce to ellsure compliance will, Rule 64.2011. Wi,en it is
reasonably determined Ihat a breach Itas occurred, lite CPNI Compliance Offteer will notifY law
enforcement and its customer in tile required tlJnefromes. A record oftl,e bread, will be maintainedfor
a minimum Of two years and wili include ali Information required by Rule 64.2011.
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